NuadopManmnoHHass NaMATKaA JJIA 0O0yJaroluxcs
VIS pa3dMellleHUA Ha OPUIIHAJIbHBIX HHTEPHET-
pecypcax

C xaXbIM TOZIOM MOJIOJIE’KH B HHTEPHETE CTAHOBUTCA OOJIbIIE, a IITKOJbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexxay TeM, IOMHUMO OTPOMHOTO KOJIHY€ECTBA
BO3MOJKHOCTEH, MHTEPDHET HECeT W IpoOsieMbl. DTa IaMATKA JIOJ?KHA IIOMOYb Tebe
0e30I1acHO HAaXOAUThCS B CETH.

KomnbroTrepHbie BUPYCHI

KoMnbpioTepHBII BHUpPYyC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOrPaMM,
OTJINYUTEIBHON! OCOOEHHOCTHIO KOTOPOM fABJISETCA CIHOCOOHOCTh K Pa3MHOXKeHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT HOBPEJUTHh WU IOJHOCTHIO YHUUTOXXUTH BCE
daiiiel W JaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HWMEHH KOTOPOTO ObLia
3amyllleHa 3apakeHHas IIporpaMma, a TakKe MOBPEIUTh WU JaKe YHUUTOXKUTH
OIIEpAIlMOHHYI0 CHCTeMy cO BceMHu (aislaMu B IieJIoM. B OOJIBIIMHCTBE CJIy4aeB
pPaCIpOCTPAHAIOTCH BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allIUThI OT BPEAOHOCHBIX ITPOTPaAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbIE OII€epallnOHHbIE CHUCTEMbI, HMEIOIINE CepBESHBIfI YPOBEHDb
3allTUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. [locTrossHHO ycTaHaBiaUBai mautw (I[u¢poBble 3aryIaTKA, KOTOPble aBTOMAaTHYECKHU
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) U JPYyrde OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKauMBall UX TOJIBKO C OPUIIMATIHPHOTO calTa pa3paboTuynKa
OC. Ecm cyIiecTByeT peKuM aBTOMaTHUeCKOr0 OOHOBJIEHH I, BKJIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbIOTEPE 110 ITpaBaMU II0JIb30BaTeE/IA, a HE a/IMUHUCTpATOpAa.
ITO He II03BOJIUT 6OJ'II>IIII/IHCTBy BPpEAOHOCHBIX IIPOrpaMM HHCTAJIJIMPOBATHCA HAa TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDPE;

4. Vlcionib3yi aHTUBUPYCHBIE POTrPaMMHBIE ITPOIYKTHI H3BECTHBIX ITPOU3BOIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub pusnuecKul OCTyI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIUII;

6. Vcnosip3yll BHellTHUE HOCUTeNIU UH(POPMAIUY, Takue Kak (Jielika, AucK uian Qaita
13 UHTEPHEeTA, TOJIbKO 13 TPOBEPEHHBIX HCTOUYHUKOB;

7. He oTkpbIBall KOMIbIOTepHBIE (alijibl, MOJTyYeHHble U3 HEHA/IEKHBIX UCTOYHHUKOB.
Haxe Te ailpl, KOTOpbIE NPUCJIAT TBOU 3HAKOMBIU. JIyullle yTOUHU y HETO, OTIIPAaBJIAI
JI1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BuJ mepefauym JaHHBIX, HE TEXHOJIOTH, a BCETO JIUIIL OpeH], MapKa.
Eme B 1991 rogy HuepJiaHJCKas KOMMOaHUs 3apeructpupoBaia opens "WECA", uto
obo3Hauasio cioBocoueranue "Wireless Fidelity", xoropslii mnepeBoauTCcs Kak
"GecrpoBOHASA TOYHOCTD .



Jlo Hamero BpeMeHH JoIIa Jipyras aOOpeBmaTypa, KOTOpas SBJISETCS TaKOH Ke
TexHoJIoTHuer. ATo abbpepuarypa "Wi-Fi". Takoe Ha3zBaHme OBLIIO JTaHO C HAMEKOM Ha
CTaHAAPT BBICIIEH 3BYKOBOW TexHUKH Hi-Fi, uTo B mepeBosie o3HauaeT "BbICOKAsA
TOYHOCTD .

Jla, becIuiaTHBIM MHTEPHET-AOCTYI B Kade, OTeNIsAX U adPONOPTaxX ABJISETCA OTIMIHON
BO3MOKHOCTBHIO BBIXO/Ia B UHTepHeT. HO MHOTHMe 3KCHEPThI CYUTAIOT, YTO
obmeoctynabie Wi-Fi cetn He sBIAIOTCSA 6€30MIaCHBIMU.

CoBeTbl 110 6€30IMaCHOCTH pabOTHI B 00IIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBol JMuHYr0 WHpOpManuio udepe3 oOmemoctynHble Wi-Fi cerw.
Paboras B HUX, ’KeJIaTeJIbHO He BBOJIUTH IAPOJIU JOCTYIIa, IOTUHBI U KAKKE-TO HOMEPA;

2. Vcrosib3yii 1 OOHOBJISI aHTHBUPYCHBIE IIPOrpaMMBbl U OpaHamayep. Tem caMbIM ThI
obe3omacuIlb cebs OT 3aKaYKH BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu wucnonp3oBanun Wi-Fi otkimoun ¢ysknuio "OOmuit moctyn k daijlaMm u
npuHTepam'. JlaHHaA GYHKIUA B3aKpbiTa [0 YMOJYAHUIO, OJHAKO HEKOTOPBIE
II0JIb30BATEIN AaKTUBUPYIOT ee /I y100CTBa UCII0Ib30BaHUA B paboTe win yuebe;

4. He ucrnionpayi myosuunbii WI-FI 1a mepemgaun JIMYHBIX JIAHHBIX, HAIIPUMEDP JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIU B JIEKTPOHHYIO I10YTY;

5. Mcronp3yil TOJIBKO 3aluilieHHoe coennHeHue uepe3 HTTPS, a we HTTP, T.e. mpu
Habope BeO-azpeca BBOjiM uMeHHO "https://";

6. B wMobOunpHOM TenedpoHe otkiaoun ¢yHKnuo "Tloakmouenue k  Wi-Fi
aBromMatnuecku'. He JIommyckail aBTOMAaTH4YeCKOro MOAKIIOUEHUsS] YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COIII/IaJII)HI)Ie ceTnn

COI_[I/IaJ'IbeIe CETHU aKTHBHO BXOJAT B HAIlly KM3Hb, MHOT'HE JIIOAH pa60Ta10T U XXUBYT
TaM IIOCTOAHHO, a4 B Facebook YXKeE 3aperuCTpupOoBaH MUJJIMapPA 4Y€JIOBEK, UTO ABJIAECTCA
OZLHOﬁ CG,Z[I)MO?I BCEX JKUTeJIEW IIaHeThbl. MHOTHe II0JIb30BaTeIn He IIOHNMAIOT, 4YTO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMMH B COIOHAJIbHBIX CETAX, MOZKET OBITHh HafIZ[eHa u
HCIIOJIb30OBaHA KEM YyIrOAHO, B TOM HHUCJIE HE 00s13aTeIbHO C OJIaruMU HaMEpE€HHUAMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHUYb CHUCOK Jpy3eid. Y Tebsi B JIPy3bsX HE JOJLKHO OBITh CIIyYaWHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiai cBoi0 YacTHYIO KU3Hb. He ykaspiBail maposu, TesnedOHBI, ajgpeca, AaTy
TBOETO POXJEHUA U JPYryl0 JIMYHYIO HHQPOPMAIUIO. 3JIOyMBINUIEHHUKNU MOTYT
HCIOJIb30BaTh Ja)ke MHQPOpPMANUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUDYeTe
IIPOBECTU KaHUKYJIbI;

3. 3amumian CBOIO PEeIyTaIvIo - IEPKU €€ B UMCTOTE U 33J1aBail cebe BOIpOoC: XOTe Obl
ThI, YTOOBI JPyTHe M0JIb30BaTeIN BUEJIN, UTO ThI 3arpyxkaeuib? Ilogymali, mpex/ie uem
YTO-TO OIyOJIMKOBATH, HATIUCATD U 3aTPy3UTh;

4. Ecyin THI TOBOPUIIB C JIIOIBMU, KOTOPBIX He 3HAEIlb, He UCIIOJIb3yH CBOe peayibHOe
UMs U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MEeCTO yueObl U IIpouee;



5. M36erait pasmemenus ¢pororpaduii B IHTEPHETE, I7Ie THI N300pa’KEH HA MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpauu B COIMATLHOU CETH HEOOXOUMO UCI0Ib30BaTh CJIOKHBIE TTAPOJIH,
cocrosimue 13 OyKB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. 171 conuaibHON CeTH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIe
mapostu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBINIJIEHHUKHU MOJIYYaT JIOCTYH TOJIBKO K
OTHOMY MeCTY, a He BO Bce Cpasy.

JJIEKTPOHHBbIE JE€HbI'NU

JJIEKTPOHHBIE JIEHBTH - 3TO OYEHb YAOOHBIN CIIOCOO ILTaTeXeH, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST IOJIyYUTh 3TU JIEHbI'H.

BJIeKTpOHHbIe J€HbI' IIOABUJIMCH COBCEM HeJaBHO M MMEHHO H3-3a 3TOI'0O BO MHOTI'MX
rocygapCrsax a0 CHUX IIOp HeE IIPOIIHNCAaHO IIPO HUX B 3aKOHAaX.

B Poccum xe oHM (GYHKIIMOHHPYIOT MU O HHX YK€ IIPOIMCAHO B 3aKOHe, IJle UX
pasesIsAI0T Ha HECKOJIBKO BH/IOB - aHOHMMHBIE M HE aHOHMMHbBIE. Pa3zHuIla B TOM, UTO
AaHOHHMMHBIE - 9TO Te, B KOTOPBHIX paspeliaercs IIPOBOAUTH omepanuu 06e3
ueHTHUKAIUN T10JIb30BaTeNIsA, 2 B HEAHOHUMHBIX HAEHTH(UKAIUA I10JIb30BaTEIs
ABJIETCS 00A3aTeIbHOM.

Tak:ke ciemyeT pa3janyarh 3JI€KTPOHHbIE HUATHBIE JeHbI'H (PaBHBI TOCY/IAPCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUATHBIE IEHbI'U (He paBHBI TOCY/IaPCTBEHHBIM BAJTIOTaM).

OCHOBHBIE COBETHI 110 O€30IMacHO pa60Te C SJIEKTPOHHBIMU J€HbI'aMH:

1. [IpuBsku K cueTy MOOMJIBHBIN TesieoH. DTO camMbli yAOOHBINH U OBICTPHIA CIIOCOO
BOCCTAaHOBHTb JIOCTYII K cueTy. [IpuBsA3aHHbBIN TesleOH MOMOXKET, €CIU 3a0yAelTb CBOU
IUIATEXKHBIN IMapoJIh UJIH 3aUelb HA CAalT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. HMcnosp3y# ofiHOpa3oBbie maposu. [locie mepexona Ha YCHUJIEHHYIO aBTOPHU3AIHIO
Tebe y)ke He Oy/IeT yrpoKaTh OIIaCHOCTDh KPAyKU WJIH IepexBaTa IIJIaTesKHOTO apoJis;

3. Beibepu cioxHbIN maposb. [IpecTynHukam OyzeT He MPOCTO YraZaTh CJIOXKHBIHA
naposb. Hayiexxaple apoyin - 9TO MapoJIv, KOTOPhIE COZIep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMHUCHBIE OYKBBI, HU(MPHI U HECKOJIBKO CHMBOJIOB,
TaKye KaK 3HaK JIoJu1apa, GpyHTa, BOCKJINIATEIbHBIN 3HAK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE JJAHHBIE HA CAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIEeKTPOHHAA MOoYTa

DJIeKTPOHHAsA MOYTa - 3TO TEXHOJIOTHA U IPefoCTaBseMble €10 YCIYTH 10 IepechlIKe U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE PACIPENENSIOTCS B KOMITBIOTEPHOM
cetu. OOBIYHO HJIEKTPOHHBIA IOYTOBBIN SIIUK BBIMJIAIUT CAEAYIOINUM 00pa3oM:
HMMs_II0JIb30BaTeIA@UMsA_JIoMeHa. Tak:ke KpoMe Ilepe/lauul MPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH IlepeiaBaTh Gaiisibl.

OcHOBHBIE COBETHI 0 6e30MacHOM paboTe ¢ 3JIEKTPOHHOM MOUTOMU:

1. Hajo BbIOpaTh mpaBUIBHBIA TOYTOBBIN cepBrC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecryIaTHBIX IIOYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3Haelllb U KTO
IIEPBBIN B DEUTUHTE;



2. He ykaspIiBail B IMUYHOU mouTe JIMUHYIO nHpopMmaruo. Hanpumep, ydiiie BpIOpaTh
"My3bIKQIbHBIV_(paHaT@" mim "pok2013" BMecTo "Tema13";

3. Hcmonp3yil ABYXATANHYIO aBTOPU3ANHNI0. DTO KOT/Ia IOMUMO MApOoJis HY:KHO BBOJUTH
KOJI, IpUChLIaeMbli 1o SMS;

4. Bpibepu cyiokHBIM maposib. [l KaXKI0ro MOYTOBOTO SAIIUKA JOJKEH OBITh CBOHU
HQ/Ie’KHBIN, YCTOUYUBBIU K B3JIOMY IIapOJIb;

5. Eciu ecTh BO3MOXKHOCTH HAammcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YU ITY
BO3MOYKHOCTb;

6. VMcnosp3yll HECKOJBKO MOYTOBBIX AMIMKOB. IlepBbIN [j1s1 YaCTHOU IIEPENUCKU C
azipecaTamu, KOTOPBIM ThI I0BEPsAEIIb. ITO 3JIEKTPOHHBIN a/ipec He HaJl0 UCII0JIb30BaTh
IIpU perucTpanuu Ha ¢popyMax U canTax;

7. He oTkpbiBail ailibl U JIpyryue BJIOKEHUs B IMHUChbMAaX, JaXKe €CJIM OHU IPUIILIA OT
TBOUX ZIpy3e. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 5TH (DarIbl;

8. Ilocsie okoHUaHHWsA pabOTHI Ha IMOYTOBOM CEpBHCE IepeJi 3aKPhITHEM BKJIAJKU C
caritoMm He 3a0y/1b HOXKaTh HA "BeriiTu".

Kuo6epOy/LsIMHT WU BUPTyaJIbHOE U3/IeBaTeJIbCTBO

KI/I6ep6y.7UII/IHI‘ - IIpecjiegoBaHHUE COO6III€HI/I}IMI/I, coaeprKalliuM OCKOp6)IeHI/Iﬂ,
arpecCcuro, 3allyruBaHHeE; XYJIMT'aHCTBO; COIIMAJIbHOE 601‘/’IKOTI/IpOBaHH€ C IIOMOIIIbIO
Pa3/IMYHbIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYITMHIOM:

1. He Opocaiics B 60i. Jlydmmii crioco0: MOCOBETOBAThCS Kak cebs BeCTH U, €CIU HET
TOTO, K KOMY MOKHO OOPaTHUThCSA, TO BHAUaJIe YCIIOKOUThCs. Eciiu Thl HaUHENIh OTBEYaTh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHHUS, TO TOJIBKO elrle O0JIbIIle Pa30KIKellb KOHQJIINKT;

2. YrpaBJisii cBoed KuOeppeInyTamyei;

3. AHOHUMHOCTb B CE€TH MHUMaAs. CYH.IGCTBYIOT CITIOCOOBI BBIACHUTBH, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTu XyJIMTaHCKUU 00pa3 BUPTYAJIbHOU KU3HU. VIHTepHET PUKCUPYET BCE
TBOU JICHICTBUSA U COXPAHSAET UX. YIAIUTH UX OyZeT KpallHe 3aTPYAHUTEIHHO;

5. Cob6ut071ai1 CBOIO BUPTYaJIbHYIO YeCTh CMOJIOAY;

6. UrHopupyél enuHUYHBIA HeraTuB. OFHOPA30BbIE OCKOPOUTETbHBIE COOOIEHUS
JIydiiie UTHOpupoBaTh. OOBIYHO arpeccus MpeKpaIaeTcs Ha Ha4aJIbHOU CTa/INY;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMHU COOOIIIEHUSIMH, B COITUATBHBIX
CeTSIX eCTh BO3MOXKHOCTh OJIOKHUPOBKU OTIIPABKH COOOIIIEHUH C OIIpE/IeJIEHHBIX aJ[PECOB;

8. Eciu T cBugerens kubepOysutnHTa. TBOM JIEHCTBHA: BBICTYIIUTH IIPOTUB
IpecjieJioBaTesid, IOKa3aTh €My, 4YTO ero JeWCTBUSA OIEHUBAIOTCA HEeraTUBHO,
MIO/IEPKATh JKEPTBY, KOTOPOH HyKHA IICUXOJIOTUYECKASA IOMOIIb, COOOITUTH B3POCIBIM
0 ¢aKTe arpecCUBHOIO IOBEJIEHUA B CETH.

Moo6wibHBIN Tes1edoH



CoBpemeHHble cMapT¢GOHBI U IUIAHIINETHI COZep:KaT B ceOe BIIOJIHE B3POCJIBIN
byHKIIMOHAN, ¥ Temepb OHHU MOIYT KOHKYPHUPOBaTh CO CTaIlHOHAPHBIMH
KoMItbloTepaMu. OJIHAKO, CPEACTB 3AIUTHI JJIA MOIO0HBIX YCTPONCTB ITOKA OUYEeHb MAJIO.
TecTupoBaHUEe U MMOUCK YSI3BUMOCTEH B HUX IMPOUCXOJUT He TaK MHTEHCHUBHO, KaK JIJIS
ITK, To »xe camoe KacaeTcss 1 MOOUJIbHBIX ITPUJIOKEHUH.

CoBpemMeHHbIE MOOWJIbHBIE Opay3epbl ViKe IPAKTUYECKH JOTHAJIM HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paclIupeHue (PyHKIIMOHAIA BJIedYeT 32 COO0M OOJIBIIYIO CJI0KHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTD.

Jlasieko He BCe IMIPOUW3BOIUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHIECKIE
YA3BUMOCTH JIJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30IMaCHOCTH MOOHUIIBHOTO TesiedoHa:

Hwuuero He sABJIsIeTCA MTO-HACTOAIEMY OecIiaTHBIM. Byab ocTOpoXkeH, Belb Korjia Tebe
IpeajiaraloT OecryIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO ILIaTHBIE
YCJIyTH;

Hdywmaii, npexe yem orunpaBuTbh SMS, ¢oto uiau Busieo. Thl TOUHO 3Haellb, I7l€ OHU
OyAyT B KOHEUHOM UTOTE?

Heob6xoauMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT@OHa;
Hcnosb3yit aHTUBUPYCHBIE IIPOTPAaMMBI JIJIsI MOOUJTbHBIX TeJIE(DOHOB,;

He 3a1‘py>1<af/’1 IIPUJIOKEHUA OT HEM3BECTHOTI'O MCTOYHHKA, B€b OHHU MOIYT COAECPXKATb
BPEAOHOCHOE IIPOrpaMMHO€ O6€CH€‘-I€HI/IE;

ITocste TOoro Kak ThI BBIWJEIID C CalTa, IJie BBOAWJI JIMUHYI0 WH(pOpPMAIHIO, 3alili B
HacTpOUKU Opaysepa u yaaau cookies;

Hepnozmqecm/l HpOBepHﬁ, KaKHe€ IIJIaTHbIE YCJIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

,Z[aBaﬁ CBOH HOMEDP MOOHUJIBHOTO TeJ'Ie(l)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HAa€IIb 1 KOMY
AOBEPACIID;

Bluetooth josxeH ObITH BHIKJIIOUEH, KOT/Ia ThI UM He MoJIb3yelbesi. He 3a0bIBail MHOT/AA
IIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouyHble, 3axBaThIBAIOI[UE pa3BJIeUeHNd],
00BEUHSIONIYE COTHH THICAY UEJIOBEK 110 BceMy MUpY. VITPOKU HCCIEAYIOT TaHHBIN UM
MHUP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSAIOT 33J]JaHHA, CPAYKAIOTCA C MOHCTPAMHU U
IIOJIy4alOT OMNBIT. 3a YAOBOJIBCTBUE OHU IUIATAT: MOKYIAKT JUCK, OIJIAYMBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KaKHe-TO OIITUU.

Bce aTu cpezcTBa uAyT Ha MOJJepKaHUWe U pa3BUTHE WUIPHl, a TakKkKe Ha caMy
6e301acHOCTh: COBEPIIEHCTBYIOTCH CUCTEMbBI aBTOPU3AILNU, BBIITYCKAIOTCA HOBbIE MATYU
(mudpoBbIe 3aIUTATKH JIJI IPOTPAMM), 3aKPBIBAIOTCS ySI3BIMOCTH CEPBEPOB.

B HO,Z[O6HBIX Hrpax CTOUT OIlaCaTbCAd HE€ CTOJIbBKO CBOHX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOET0 I1ap0JId, HA KOTOPOM OCHOBaHa CHUCTEMa aBTOpHU3allNH OOJIBIINHCTBA urp.

OcHOBHBIE COBETHI IO HE30MACHOCTU TBOETO UTPOBOTO AKKAYHTA:



1. Ecstm pyroit urpok BezieT ceds MI0X0 WK co3aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€T0 B CIIHCKE UTPOKOB;

2. Iloxkamyiica agMUHUCTPATOpaM WIPHI HA IJIOXO€ IIOBEJIEHHE STOTO HUTPOKA,
JKeJIaTeJIbHO MPUJIOKUTH KaKHe-TO JJOKa3aTeIbCTBA B BUl€ CKPHUHOB;

3. He ykassiBaii 1nuHyo nHGOpMAIMIO B Ipodalijie Urphl;
4. YBaxKal Ipyrux y4uacTHUKOB 110 UTPe;

5. He ycranaBsiuBail HeopuiimaabHble MaTYU U MOJIbI;

6. Mlcniosib3yH cJ10KHBbIE U Pa3Hble ITapoJIy;

7. ,Z[a)Ke BO BpeéMA HUIPbI HE CTOUT OTKJIIOUATb aHTHUBHPYC. Iloka ThBI Uurpaellb, TBOH
KOMIIBIOTED MOTYT 3apa3uTh.

POUuIMHT WIN Kpaxa JIUIYHDBIX TaHHbIX

OOBIYHOM Kpaskel [eHer U JOKYMEHTOB CErofHs YK€ HHMKOrO He VAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
IIPOJIOJKAIOT 3aHUMATHCS " JTIOOMMBIM'' JIEJIOM.

Tak mosiBHJIach HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA UK (DUILKMHT, TJIaBHAA 1€J1b
KOTOPOTO COCTOUT B TMOJyYeHUH KOH(MHUIEHIIUATbHBIX [JAHHBIX I10JIb30BaTEIEH -
JIOTUHOB U mapoJieii. Ha anriuiickoM sizbike phishing untaercs kak ¢pummuHr (ot fishing
- ppIOHAs JI0BJIA, password - MapoJb).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITHHTOM:

1. CJIeI[I/I 3a CBOMM AaKKAyHTOM. Ecnu Tl IIoao3peBacillb, 4YTO TBOA aHKETA ObLIa
B3JIOMaHa, TO HeO6XOZLI/IMO 3&6JIOKI/IpOBaTI) ee nu COO6II_II/ITI> AIAMHUHHUCTpAaTOpaM pecypca
00 3TOM KaK MOKHO CKOpeEe;

2. I/ICHOJ'IBSYI‘/JI Oe30IacHbIE Be6-CaI>JITbI, B TOM 4YHuCJII€, HHTEPpHET-MarasmHOB U
IIOMCKOBBIX CHCTEM,;

3. Mcnonb3yii ciioxkHBIE U pa3Hble maposd. Takum o6pa3om, ecu TebOs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH TI0JIy4aT JOCTYII TOJIBKO K OJTHOMY TBOeMy ITPOUJIIIO B CETU, a HE KO
BCEM;

4. Eciu Tebst B3y10MasTH, TO HEOOXOIUMO MIPEAYIIPEUTD BCEX CBOUX 3HAKOMBIX, KOTOPbIE
J100aBJIeHbI Y TeOsA B JIPY3bsAX, O TOM, YTO TeOS B3JIOMAIIM U, BO3MOYKHO, OT TBOETO
“MeHHU Oy/IeT pacchlIaThCs CIIaM U CChLIKU Ha (DUIITUHTOBBIE CANTHI;

5. YcranoBu HazieskHBIN naposib (PIN) Ha MOOMIIbHBIN TetedoH;
6. OTKJII0YY COXpaHEHUE TIapoJIsA B Opaysepe;

7. He orkpbiBail daiiyibl U Apyrue BJIOXKEHUS B MUCHbMax, Ja’ke ecjid OHU MPUILIA OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIAJIN JIU OHU Tebe 3TU (paiyibl.

MudposBasa permyranusa

[udpoBas penyranus - 5TO HETaTUBHAs WJIX MMO3UTUBHasA WHGOpMAaIs B CeTH O Tebe.
Komnpomerupywomiasa na@opmanusi, pa3MellleHHas B UHTEPHETEe, MOKET Cepbe3HbIM



00pa3oM OTpa3UThCS HA TBOEU peasbHOU ku3HU. 'lludpoBasa pemyrarnusa” - 5TO TBOU
MMU/IK, KOTOPBIX (popmupyercs u3 nHbopmaiuu o tebe B UHTEPHETE.

TBoe MecTo XUTesbCTBa, y4ueObl, TBOoe (UHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTH
XapakTepa U paccKkasbl 0 OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHor#e IOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K ITyOJIMKAIINH JIUNYHON HHGOPMAIINHU B
HHTepHeTe, HE TIOHUMAasA BO3MOXKHBIX ITOCIeACTBUM. ThI 1aske He CMOKEID JIOraaThCs
0 ToM, uTO (pororpadusi, pa3MellleHHas 5 JIET Ha3ajl, cTaja MPUYNHON O0TKa3a IPUHATH
Tebs1 Ha paboTy.

KommenTapuu, pasmelnieHue TBoux ¢ortorpaduil U Apyrue AeWCTBUSA MOTYT He
HMCUE3HYTh Jlaske MOCJIe TOro, KaK Thl X yAAJIUIllb. Thl He 3Haellb, KTO COXPAaHUJI 3Ty
nHpoOpManuoo, Ionajga JU OHA B IMOUCKOBBIE CHUCTEMBI M COXpPAaHWJIACh JIM OHA, a
IJIaBHOE: YTO MOJyMaloT O Tebe OKpY»Kalollue JI0U, KOTOpble HAUAYT U YBUIAT 3TO.
Haiitu mHGOpMAaIINI0 MHOTO JIET CIIYCTSA CMOKET JII000H - KaK U3 I0OPBIX OOy KAEHUH,
TaK ¥ C HAMepeHHEeM IPUUNHUTH Bpe. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTe ITU(PPOBON penyTaluu:

1. [ogymaii, mpexe 4yeM UTO-TO ITyOJIMKOBAaTh U IlepefiaBaTh y cebs B OJiore WM B
COIIMAJILHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBYU OIPAaHUYEHUS Ha IIPOCMOTP TBOEro MpoduIs U ero
COJIEP?KMMOTO, c/leJIal €ro TOJIBKO "I Apy3er

3. He pasmernaii u He ykasbiBaii nH(pOPMAIHI0, KOTOPas MOKET KOT0-JITH00 OCKOPOJISTh
WJIA OOUKATD.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIKOJIPHUKH - aKTHUBHBIE II0JIb30BaTENH IHU(PPOBOrO ITPOCTPAHCTBA.
OnHaKo JJaJIeKo He BCe 3HAIOT, YTO M0JIb30BaHUE MHOTHMH BO3MOKHOCTSAMHU IUDPOBOTO
Mupa TpebyeT coOJII0IeHNS ITPAB Ha HHTEJUIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMmuH "UHTeJUIEKTyaJIbHass COOCTBEHHOCTH' OTHOCHUTCSA K Pa3jIMYHBIM TBOPEHHUSIM
YeJIOBEYECKOTO yMa, HAuYWHAsd C HOBBIX HM300pPETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHl U YCJIyTH, W 3aKaHYWBasA KHUTaMH, (oTorpadpusamu,
KHHODHUIBMaMU U My3bIKaJIbHBIMU IPOU3BEICHUAMHU.

ABTOpCKHE TIpaBa - 3TO IIpaBa HA UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh HA ITPOU3BEEHUS
HAyKU, JIATEpPaTypbl U UCKyccTBa. ABTOPCKHeE IIpaBa BBICTYNAIOT B KayecTBe rapaHTUU
TOTO, YTO UHTEJUIEKTYJIbHBIN/TBOPUECKUH TPy aBTOpPA He Oy/IeT HAIPACHBIM, JJACT MY
CIIpaBe/IJIUBbIE BO3MOXKHOCTH 3apaboTaTh HA pPe3yJbTaTax CBOErO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U NpusdHaHue. Hukro 6e3 paspelnieHns aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro TMPOU3BEJEHUE, PACIPOCTPAHATh, IyOJUYHO JIEMOHCTPUPOBATh, IIPOJIABATh,
MMIIOPTHPOBATh, IyCKaTh B MPOKAT, IyOJIUYHO HCIIOJIHATDH, [IOKA3bIBATh/UCIOJIHATD B
a¢upe nim pazmeiarts B IHTepHeTe.

Hcnonp3oBanue "THUPATCKOro" MPOrpaMMHOTO OOecreyeHus: MOXKET INPUBECTH K
MHOTHUM PHICKaM: OT INOTEPU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, I/ie yCTAHOBJIEHA HeJleTaibHAs mporpamMma. He cTouT Tak:ke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIeTaJIbHbIE U OeCIJIaTHbIE TPOTPAMMBbI, KOTOPBbIE MOKHO HAWUTHU B CETH.

O nmopraie



CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
06e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM $3BIKOM, a NHPU BO3HHUKHOBEHUU
KPUTUYECKOH CHUTyallUd OOpaTHUTBhCS 34 COBETOM. A TaKKe IPUHATH ydacTHe B
KOHKYpCaxX U CTaTh CaMbIM ITU(POBBIM IPAKAAHUHOM !
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